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B bootstrap.min.css?v=0f52fcd7ae0704868d97b2c94e7bddOf
B jumbotron-narrow.css?v=4c747ccfb71bf04495c664e4154452f
B default.css?v=aec5222129542140f11824b0fbedb2a3

[l semantic.min.js?v=d5550ed22664a5bb34fdbf5546dbbedd

B jquery.min.js?v=4b57cf46dc8cb95c4ccab4afc85e9540

B css?family=Lato:400,700,400italic,700italic&subset=latin

B S6uyw4BMUTPHjx4wXiWtFCc.woff2

B S6uSw4BMUTPHh6UVSWiPGQ3q5d0.woff2

2.5 KB transferred 560 KB resources  Finish: 354 ms = DOMContentLoaded: 421 ms  Load: 455 ms

9 requests

[w ﬂ Elements Console Sources Network Performance Memory Application Security Audits Tamper EditThisCookie ® 1 i X
: ® © 7 Q Preserve log [ | Disable cache  Online v + 3 o
) Filter [ Hide data URLs XHR JS CSS Img Media Font Doc WS Manifest Other
| 20 ms 40 ms 60 ms 80 ms 100 ms 120 ms 140 ms 160 ms 180 ms 200 ms 220 ms 240 ms 260 ms 280 ms 300 ms 32q ms 340 ms 360 ms _ 380 ms 400 ms 42(
b
)
° Name % Headers Preview Response Cookies Timing

B shopcar v Request Headers view source

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, image/apng,*/*;q=0.8,applic
ation/signed-exchange;v=b3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9,en-XA;q=0.8,en;q=0.7,zh-TW;q=0.6, ja;q=0.5

Cache-Control: max-age=0

Connection: keep-alive

Content-Length: 106

Content-Type: application/x-www-form-urlencoded

Cookie: UM_distinctid=16b1753dfc5758-0alc261ec228e8-37647e03-1aeaa@-16b1753dfc68f8; _xsrf=2|8d9093de'
|aff8dab9578bd8edb2ddf7a338b840c9|1570548778; IWT=eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9.eyJ1lc2VybmFt
ZSI6Imdsemppbil9.aGoD0o13ilL@rA8XbmMIGYAvSI3TMDWAAINOMhtrK@o24; commodity_id="2|1:0|10:1570549148|12:
commodity_id|8:MTYyNA==|72c800aa36e6e75f369707328c11197d1992c2ecf3cldd8ccfdedbaacfeff263"

DNT: 1

Host: 4ac726a8-1a43-4014-adc5-4fff0c341509.node2.buuoj.cn.wetolink.com:82

Origin: http://4ac726a8-1a43-4014-adc5-4fff0c341509.node2.buuoj.cn.wetolink.com:82

Referer: http://4ac726a8-1a43-4014-adc5-4fff0c341509.node2.buuoj.cn.wetolink.com:82/shopcar
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_0) AppleWebKit/537.36 (KHTML, like Gecko) C
hrome/77.0.3865.90 Safari/537.36

v Form Data view URL encoded

_xsrf: 2|3637f1d0|145fb8b7ec2cbae3097a95ad831f22c7|1570548778
id: 1624

price: 1145141919.0

discount: 0.8

view source
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Elements Console Sources Network Performance

&

<!doctype html>
<html lang="zh-CN">
» <head>..</head>

v <body style>

<!— Page

Memory Application Security Auditg Tamper EditThisCookie

Contents ——>
» <div class="pusher">..</div>
v <div class="jumbotron">
<h1>W¥%E</h1>
v <div class="shopcar_list">
» <ul class="1list-group">..</ul>
v <form action method="post">
<input type="hidden" name="_xsrf" value="2|12981c44|30f05523c8835
<input type="hidden" name="id" value="1624">
<input type="hidden" name="price" value="1145141919.0">
<input type="hidden" name="discount" value="0.0000000000000000001"> ==
<button class="btn btn-danger" type="submit">%#</button>
</form>
</div>
</div>
» <div class="ui inverted vertical footer segment bottom'>..</div>
</body>
</html>

72dd57839a7b0cf53|1570548778">

$0

html body div.jumbotron div.shopcar_list form input

81 : x|
Styles Computed Event Listeners >
thov .cls +,
lement.style {

e
1
}
input, button {

outline: » none;
border:» none;

default.css..bedb2a3:234 | “

1
L

button, input { semantic.mi..
overflow: » visible;

c2ae641b:19

button, input, semantic.mi..

optgroup, select, textarea {
font-family: sans-serif;
font-size: 100%;
line-height: 1.15;
margin:» 0;

c2ae641b:19

button, input,
select, textarea

bootstrap.m..94e7bdd@f:5

..94e7bdd0f:5

input { bootstrap.m
}

button, input,
optgroup, select,

bootstrap.m..94e7bddof:5

textarea {
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[INFO] you have 0 diamonds, 3 points now.
View source code

Go to e-shop

Reset

Go back to index.html




DDCTF 2019|homebrew
event [oop

. Rt

& C © FARL | 4bccfd76-9453-49e5-b193-ecfb91235753.node2.buuoj.cn.wetolink.com:82/d5afe1f66147e857/?action:index; True%23False % ® O @ . ! 4 @ © & % VvV @ fm = % @

Download this .py file

Go back to index.html

from flask import Flask, session, request, Response
import urllib

app = Flask(__name__)
app‘secret_key = "kkkkkkkkkkkkkkkkkkkkk! # censored
url_prefix = '/d5afe1f66147e857'

def FLAG():

return Thkkkkkkkkdkkkkkkkkkkk! # Censored

def trigger_event(event):
session['log'].append(event)
if len(session['log']) > 5:
session['log'] = session['log'][-5:]
if type(event) == type([]):
request.event_queue += event
else:
request.event_queue.append(event)

def get_mid_str(haystack, prefix, postfix=None):
haystack = haystack[haystack.find(prefix)+len(prefix):]
if postfix is not None:
haystack = haystack[:haystack.find(postfix)]
return haystack

class RollBackException:
pass

def execute_event_loop():
valid_event_chars = set(
‘abcdefghijkimnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ_0123456789:;#')
resp = None
while len(request.event_queue) > 0:
# “event’ is something like "action:ACTION;ARGSO#ARGS1#ARGS2......"
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